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Introduction

This document provides the steps to update the BIOS on a Dell Wyse Windows 10 loT Enterprise for Latitude 5280 mobile thin client. You
can update the BIOS by using one of the following:

Wyse Device Manager server

System Center Configuration Manager (SCCM) server

USB drive

(D | NOTE: The build number of the BIOS is represented as 1.x.x. The value of x is not constant and changes with every update to the
build. The build number displayed in the images is for reference only and the build number on your system may vary.
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Upgrading the BIOS by using the WDM server

@l NOTE: Ensure that you are using WDM server setup v5.7.2 or later

Download the WDM BIOS package from support.dell.com.

Extract and store the file in your local repository or the WDM server.
Log in to the WDM server.

Click Applications > Other Packages, and then click the plus icon.
The Dell Wyse Device Manager screen is displayed.

DNy -
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Figure 1. Dell Wyse Device Manager

5 Click download.
6  Double-click the downloaded package.
The WDM Package Registration Utility screen is displayed.
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http://www.dell.com/support/home/in/en/04

WDM Package Registration Utility

WDM Task WDM server address and credentials

WD Server *
hitps://10.150.214.11:443

(Hint: hetpsy 0100214, 103:443)

Username *

RSP
wetestivklk

Riegister Rsp
Password =

LA LA L L Ll Ll

Allews you ta choose a local .exe, msi .mzu, or bat file,

and upload it to the WDM erver. Save credentials (encrypted)

N |

Figure 2. WDM Package Registration Utility

Click EXE and navigate to the folder where the BIOS package is located.

Select the target client operating system and enter the command line parameters /s/r.
Click Upload.

The BIOS package is registered under Other Packages

The EXE file selected screen is displayed.

| Upgrading the BIOS by using the WDM server



Select exe, msi, msu or bat to upload WDM server address and credentials

Latitude_5X80_Precision_3520_1.4.3.exe

WDM Server *
Number Latitude_5X80_Predision_3520_1.4.3 | hitps:// - o
Description Latitude_5X80_Predsion_3520_1.4.3.... (Hint: https: ({10, 100.214.103:443)}
Operating System WIELD
Category Other Packages Username *
Image Size 19661 —
Install Path C:\Temp (Hint: Administrator)
Command Parameters Is[r
Password *

I LI YT T Y]

Select Operating System % I\c\ﬁndcws 10 IoT Enterprise ﬂ Save credentials (encrypted)

Install Path on Thin Client * Command Parameters n:l
IC:\Tamp I.I'5 Il

{Must be 3 valid path on Thin Client) (Hint: some-file-name, or some-flag)

" Ready to upload Latitude 5X80_Predsion_3520_1.4.3.exe Upload

Figure 3. EXE file selected

10  After the upload process is complete, close the window.
The Package details screen is displayed
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Figure 4. Package details

1 Click Devices and select the devices that require an update, and then click Update.
The Devices screen is displayed

Upgrading the BIOS by using the WDM server



Dell Wyse Device Manager

£i1 Dashboard

All Devices v
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 Updates
il Reports
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Figure 5. Devices

12
13 Click Save.
The BIOS Flash Package screen is displayed.

Dell Wyse Device Manager

All Davices »

O Devices

= NAME 1P ADDRESS 3

@ Apicsions R

<} Updates
& Reports

= System

1 Deviee(s) Listed

Figure 6. BIOS Flash Package selected

The client restarts and upgrades the BIOS.

8 | Upgrading the BIOS by using the WDM server

c - Save cancel 7
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In Select package, click Other Packages and then select the registered BIOS package.

Distribute Package B Devicests) selected
Select Package

Latitude_SXEO Precision_3520_14.3 v

Schedule Distribution



o DN

Upgrading the BIOS by using the SCCM server

@l NOTE: Ensure that you use SCCM server 2016 R2 or later
To create a package, do the following:

Download the WDM BIOS package from support.dell.com

In Configuration Manager Content Source Share, create a folder with the name Packages.

Copy the installation package to the Packages folder.
Open the System Centre Configuration Manager console and go to Software Library > Application Management > Packages.
Click Packages and select Create Package.

The WDM screen is displayed.

- .
- =
= 7 b
&l 1} } 5} e
Create Crene Pacage Import | _Saved
Package. o Defriton Seanches -
Crste =y

€ - [@ U schwerelomy » Ovweriew » Apph

Information for Store Apps

+ [ Operating Systems
+ 7 Windows 10 Servicing
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Package Propertes
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Package 1D
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NPICOOTC
NPI000S2
NPI00043
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Content Status

Related Objects

3 Content Status

0 Targeted (List Updiate: Never)

" Summary [Progrems | Deployments

Ready

Figure 7. WDM Interface

The Create Package and Program Wizard screen is displayed.
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gg Package

Prograrm Type

Standard Program
Requirements
Summary
Frogress

Completion

@ Create Package and Program Wizard

Specify information about this package

Enter a name and other details for the new package. Ta take full advantage of new features that include the

Application Catalog, use an application instead.

Mame:

Dresciription:

Manutacturer:

Language:

EI0Supdate]

This package containg source files

Source folder:

[+

Cl T —

WB280_BIOS

Browsze..

Cancel

Figure 8. Create Package and Program Wizard

Click Next.
The Program Type screen is displayed.
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g’ Program Type

Package
Standard Program
Regquirements
Summany
Progress

Completion

(] Create Package 2nd Pragram Wizard

Choose the program type that you want to create

{®) Standard pgram
Create a program for a clent computer.

() Progra for davica
Create a program for a device.

(73 Do not create a program
Create a packapa. but do not create a program. You can usa the Create Progrem Wizard to add a program later.

o] (s I ==

Figure 9. Program Type

Select Standard Program and click Next.
The Standard Program screen is displayed.

Upgrading the BIOS by using the SCCM server

"
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@ Create Package and Program Wizard

g;g Standard Program

fackads Specify information about this standard program
Program Type
dard Program
Requirerments Mame: |BIDSupdata
Sumrmary LCommand line: |Latituda_5><SD_Precision_352D_1 4. 3ene | I Browse... I
Frogress
: Startup folder: | ‘

Completion
Bun: Marmal i
Program can run: | Dﬁly when a user i‘s Iogged.nn i
Fun mode; | Run with uzer's rights B

Dirive mode: Fung with UNC name -

< Previous Hext » Sutmmary Cancel

Figure 10. Standard Program

In the Standard Program package, enter the package name.
In the Command Line field navigate to the folder where the BIOS executable file is located, and select it.

Click Next to continue.
The Requirements screen is displayed.



(] Create Package 2nd Pragram Wizard

@ Requirements

Package

Specify the requirements for this standard program
Program Type

Standard Program

Summarny

Progress

Completion
Aways run this progrem firet
Platfoem reguirements
(®) This program can rum on any platiorm
() This pragram gan run anly on specfied platforms

Bowse._.

1 Al Windows RT

] Al Windows RT 8.1
[ Al Windows: 10 (32568)
1 Al Windows 10 (B4bi)
D] Al Windows 7 (544

1 Al Windows & (54-62)

1 Al Windows 8.1 {54-bit)

] Windows Embedded & Industry (B4-bi)
] Wndows Embedded 8 Standard (54-0k)
[ Whndews Embedded 8.1 Industry (Bd-5il)

Estimatad disk space: Jurknown]

Maimum allowed run time [minutes): [120

Figure 11. Requirements

1 Click Next to continue.
The Summary screen is displayed.

Upgrading the BIOS by using the SCCM server
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g;g Summary

Fackage
Program Type
Standard Program

Requirements

Progress

Completion

@ Create Package and Program Wizard

Confirm the settings

Dietails:

General:
« Name: BIOSupdate
« Description:
« Version:
= Publisher:
» Language:
« Source files: W \5280_BIOS
« Always obtain files from the source folder

Program Type: Standard Program

Program:
= Name: BIOSupdate
» Command line: Latitude_5XB0_Precision_3520_1.4.3.exe
= Startin:
= Run: Normal
« Run mode: Run with user’s rights
« Program can run: Only when a user is logged on
« Allow users to view and interact with the program installation
= Drive mode: Runs with UNC name

Requirements:
« Platforms supported: Any
« Maximum allowed runtime{minutes): 120

To change these settings, click Previous. To apply the settings, click Mext.

Cancel

Figure 12. Summary

Verify whether all the information is correct.

Click Next to continue.
The Completion screen is displayed.




8:! Corpletion

Package

Prograrm Type
Standard Program
Requirerments

Summary

Frogress

@ Create Package and Program Wizard

The Create Package and Program YWizard completed successfully

Dietails:

0 Success: General:

MName: BIOSupdate

Description:

Version:

Publisher:

Language:

Source files: '\ - '\5280_BIOS
Always obtain files from the source folder

& Success: Program Type: Standard Pregram

@ Success: Program:

Mame: BIOSupdate

Command line: Latitude_5X80_Precision_3520_1.4 3.exe
Startin:

Bun: Normal

Run mode: Run with user's rights

Program can run: Only when a user is logged on

Allow users to view and interact with the program instaliation
Drive mode: Runs with UNC name

ﬁ Success: Requirements:
= Platforms supported: Any

»

To exit the wizard, click Cloze.

< Previous Mext = Sutnmary Close
14 Click Close.
15 Right-click the package created, and select Distribute Content.
|- ST ~@
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il m ‘ ] g Create Prestaged Cantent File: L] i Refresh } e D
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Figure 14. Distribute Content

16 After the package content is distributed, check if the status of the package turns green.
17 Add the client to the domain and verify if it is displayed on the SCCM server screen.
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In the target client where you want to upgrade the BIOS, go to Assets and compliance > devices and check the MAC id of the client.
Add the device to the device collection.

Deploy the BIOS package to the created device collection.

The client restarts and upgrades the BIOS.



Upgrading the BIOS by using the USB drive from
the operating system

To upgrade the BIOS by using the USB drive from the operating system, do the following:

1 Download the BIOS binary file to the thin client. The executable file can also be copied and run from a USB key.
2 Run the file.
3 Click Ok.

The client restarts and upgrades the BIOS.

Upgrading the BIOS by using the USB drive from the operating system | 17



Upgrading the BIOS by using the USB drive
through the BIOS boot menu

To upgrade the BIOS by using the USB drive through the BIOS boot menu, do the following:

Copy the downloaded executable file to a USB drive.

Plug-in the USB drive into any USB port.

Turn on the system.

On the Dell logo screen, press <F12> key to access the boot menu.

In Other Options select BIOS Flash Update.

Navigate to the downloaded executable file and click Ok.

Verify the existing system BIOS information and the BIOS update information.
Click Begin Flash Update.

After you review the warning message, click Yes.

©O© 00 N O o NN —

The client restarts and upgrades the BIOS.

8 Upgrading the BIOS by using the USB drive through the BIOS boot menu
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